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Connecting eTrack to Remote database over the Internet

1 Introduction

This paper outlines what is required for the eTrack client software to connect to a remote SQL Server database instance over the internet.  This paper assumes that the Desktop Client software will be running from a network location isolated from the internet with a firewall and the SQL Server instance being connected to is also protected by a firewall device.

The requirements for this type of connection are not extensive and with careful management of firewall setups at client and server ends exposure of open ports to the internet can be minimized and network security maintained at the strictest level possible.

In order to maximize network security and minimize exposure to risk eTrack recommends only allowing traffic from known remote client sites to SQL Server database hosts rather than allowing all internet hosts access to the SQL Server port.  This reduces the risk of exposing the SQL Server port to the internet immensely in that only a restricted subset of client addresses will be able to connect.

2 Server Considerations for SQL Server Firewall

The SQL Server installation to be used by eTrack software must be configured to use a static IP Port for incoming Database connections.  This is important for installations where a Named Instance of SQL Server has been used which utilizes dynamic host port addresses by default.  It is recommended that Named Instances be configured to listen on a static Port address in order to simplify Firewall settings and minimize the range of ports exposed to the internet.

The Firewall protecting the SQL Server Database instance for eTrack will require a single published port, the default published port for SQL Server is 1433 however the eTrack client software can be configured to connect on any arbitrary port of the destination Host or IP Address.  

In order to allow eTrack client connections into the SQL Server host the following two firewall rules will be required:

1. Allow Traffic IN from any port (but also see section 4) on Client destination IP Address ranges to SQL Server listening port (can be arbitrarily port mapped to SQL Server default port if required).

2. Allow Traffic OUT from SQL Server Port to Client destination IP Address ranges on any port (but also see section 4).

3 Client Requirements for Remote Connections

3.1 MDAC

eTrack has very simple connectivity requirements for communicating with the central data repository.  eTrack utilises Microsoft ActiveX Data Objects (ADO) in order to communicate to the central database.  In order for eTrack to connect to a remote database via ADO the Client Desktop system must have installed Microsoft Access Data Components (MDAC) v2.6 or greater.  This is the only requirement for connecting to remote databases over the internet.  

This pre-condition is met by Windows XP (SP1 or SP2) and Windows Server 2003 without further intervention and may be available on other Windows platforms depending on installed updates and patches.

3.2 Firewall Considerations

The eTrack Client software requires only that a connection to the remote SQL Server address and port be allowed along with allowing the SQL Server to connect back to the client on a dynamically opened local port.

When eTrack establishes a TCP/IP connection to the SQL Server database a three-way handshake is performed.  The client opens a local source port (dynamically allocated by Windows System) and sends traffic to the SQL Server destination port (1433 by default).   The SQL Server will send traffic back to the client established port to complete the communication link.

In order for the Database connection to be established the client firewall will require 2 distinct rules:

1. Allow traffic out from any local client PC port (but also see section 4) to destination port of SQL Server host.

2. Allow traffic in from SQL Server Host and port back to locally established client ports.

With stateful packet inspection in use setting up of firewall rules to cover the two distinct connection requirements above is easily accommodated without compromising overall network security.

4 Other remote Connectivity options

For remote Database sites where exposing the SQL Server host ports to the internet is not acceptable there are a number of other remote user options available.  These options are highlighted here as alternatives to direct connections to SQL Server database and are not covered in detail, for further information please contact our technical support staff or refer questions of this nature to your own internal technical resources.

4.1 Microsoft Proxy Server

Microsoft have a number of Proxy server solutions available which can be used to further isolate SQL Server hosts from direct contact with the internet.  For more details on Microsoft Proxy Solutions please refer to the Microsoft Servers Website.

4.2 Microsoft Internet Security and Acceleration Server (ISA)

The Internet Security and Acceleration Server can be used to provide secure access to server hosts for remote users.  This is an all encompassing security solution that includes powerful protocol parsing and encryption which can stop unlawful access to internet based hosts in an instant.  More details on this alternative is available on the Microsoft ISA Server Website.

4.3 Microsoft Terminal Services

A small number of eTrack clients have a number of remote users suing eTrack over the internet via Terminal Services clients.  There are a number of Terminal Services clients available both installable clients and web based clients which require no local software installation.  Further details on this connection alternative can be found at the Microsoft Terminal Services website.

5 Functional limitations of eTrack over Remote Connections

Completely remote users will be able to link to Internet based URL references within the eTrack Notes interface but unable to utilize File Links.  

eTrack is designed to run with remote database connections over the internet and all other functionality will work as for local clients..  Many eTrack users operate in this way.  

6 References

For further details regarding firewall considerations for SQL Server Hosts and remote clients please refer to Microsoft Knowledge Base Article - 287932
End of Document
Rev 10. File: eTrack Firewall Security 1.doc

Page 2 of 3
SYMBOL 227 \f "Symbol" Copyright 2002 eTrack Products Pty Ltd. 





